IT Engineering & Security - Federal Capability Statement

Il BLUE SHIFT TECHNOLOGY LLC

UEIl: LU9JGHGSDKG67
CAGE: assignment in progress (DLA)

Small Business - all listed NAICS (13 CFR 121)

CORE COMPETENCIES

- IT Security Engineering: OPSEC as a process - CIS hardening, network
segmentation, egress control, MITRE ATT&CK-aligned detection, rehearsed
incident response.

- Identity & Access Management: phishing-resistant MFA (FIDO2/WebAuthn),
SSO (SAML/OIDC), RBAC/ABAC, SCIM lifecycle, privileged access - NIST SP
800-63.

- KYC/AML & Financial-Crime Tooling: sanctions & PEP screening, transaction
monitoring, case management, SAR/STR workflows - FATF-aligned, incl.
virtual assets.

- OSINT & Investigative Support: attack-surface and digital-footprint mapping,
credential and breach exposure, due diligence and background research.

- Cloud & Infrastructure: AWS, Azure, Google Cloud as code (Terraform,
Ansible) - migrations, high availability, disaster recovery, observability.

- Software, Data & IT Administration: web apps, REST APls, integrations,
automation; Microsoft 365 / Google Workspace, endpoints, helpdesk.

DIFFERENTIATORS

- No handoff: the engineers who build and run the systems are accountable for
securing them - one team, one owner of the outcome.

- Financial-crime depth: working AML / crypto-asset compliance expertise
behind the tooling - a niche most IT small businesses do not carry.

- Verifiable standards: work is built and measured against NIST, ISO/IEC 27001,
MITRE ATT&CK and FATF - no unverifiable claims.

- Government owns everything: repositories, credentials, configuration and
documentation handed over from day one.

- Remote-first and fast: fixed quotes within one business day; delivery
documented and restore-tested.

HOW TO BUY

- Small business set-asides: eligible for total SB set-asides under FAR part 19,
incl. the automatic $15k-$350k small business reserve (FAR 19.502-2(a),
thresholds effective Oct 2025).

- Micro-purchase / simplified: government purchase card accepted; quick fixed
quotes under the $15,000 micro-purchase threshold.

- Subcontracting: IT security, IAM, OSINT and cloud workstreams for primes
needing small business participation.

Vladimir Galba, Manager

info@bstedge.com (786) 350-3685 bstedge.com/capabilities.html

UEI
LU9JGHGSDK67

CAGE

Assignment in progress (DLA)

SAM.gov

Registered - All Awards; activation in
progress (07/2026)

Primary NAICS

541512 - Computer Systems Design
Services

NAICS

541511 - 541513 - 541519 (incl. IT VAR) -
518210 - 561611

PSC

DJO1 - DAO1 - DFO1 - DDO1 - DGO1 -
R499 - B599

Structure

Florida LLC (2024) - For profit - Miami, FL
Disaster Response Registry

Yes - all U.S. states & territories

Payment
Government purchase card (GPC) - EFT

2125 Biscayne Blvd Ste 221
Miami, FL 33137-5031, USA




